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Note 1: This Code of Practice is in two parts.

Part 1 of this Code of Practice aims to assist fj@s, installers, users, insurance companies trapolice in
selecting the level of access control equipmerttdheéted to a particular risk and to provide guiihels for the
planning and installation of access control systems

Part 2 of this Code of Practice provides guidelif@sthe maintenance of access control systemaliedtas
recommended in Part 1.

Note 2: This Code of Practice is regarded as PROVIN#D pending publication of a British Standard.

Note 3: NSI Systems Silver wishes to acknowledgéhihaechnical content of this Code of Practice isdzhon material

prepared under the auspices of the British Stanslamdtitution. Such material is used by permission.

In this document, material (such as guidelinegrimiition, recommendations, advice)
that does not form a mandatory requirement of@uide is shown in smaller type face.
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FOREWORD

An electronic access control system consists agmition equipment, such as a token and readectrelgically activated
entrance release hardware and, in certain systemaans for central control and/or monitoring.

The objectives of this Code of Practice are:

@) The establishment and maintenance of minimum steadd installation for access control systems.

(ii) The provision of a framework to assist purchaserstailers, and users in establishing their requieznts with
suppliers.

(iii) The assistance of specifiers and users in detengitine appropriate level of security required forgaven
application.

(iv) The assistance of system designers in meetindfigp@fiuser requirements.

v) The establishment of definitions for terms usedimitie access control industry.

(vi) The establishment of minimum standards of maintenéor installed access controlled systems.

The successful operation of an access control sysggjuires the active co-operation of the user amrging out the
necessary procedures carefully and thoroughly. Tisefulness of the whole system and its security soaal
acceptability can be jeopardised by lack of carhisTcare has to extend to the security of tokerss @hinformation
regarding the system, its design, installation amethod of operation and to ensuring adequate maariee, to preserve
the security of access.

Attention is drawn to the Regulations for Electtitastallations (15th Edition) published by the fitigtion of Electrical
Engineers and to MPT1337 and MPT1339 (DTI Radiocomcations Division).

PART 1. CODE OF PRACTICE FOR PLANNING AND INSTALLATION

1 SOHE
This Part of this Code of Practice contains recongagons and requirements for the
selection, planning and installation of electromitcess control systems classified by the
degree of security provided.

2 DEFINITIONS
For the purposes of this Code of Practice the Watig definitions apply:

21 Access control system. An electronic system restricting entry into amddgit from a
controlled area.

22 Controlled area. The area accessed by the presentation of valayration data.

23 Access point. The position at which access can be controlled dgor, turnstile or
other secure barrier.

24 Access point hardware. Mechanical and/or electro-mechanical devicesacxess
point enabling its release by an authorised user.

NOTE: Access point hardware makes no decision daggithe permitting or refusal
of access

25 Access level. User authority in terms of access to specifiettrolled area.
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2.6 Token. A device containing encoded recognition data.
NOTE: This includes a human being as the sourcbifanetric data.

2.7 Common token. A token unigue to a particular access contrdiesysor reader,
with all user tokens identical.

2.8 System token. A common token encoded additionally with specsfistem
identification data.

29 Uniquetoken. A token which, in addition to any data commoralicusers of a
particular access control system, carried somealiteated uniquely to the user of
that token.

2.10 Keypad. A data entry point for the input of a numericatphanumeric code into an
access control system.

2.11 Personal identification number (PIN). A sequence of characters allocated to an
individual user of an access control system keypad.

2.12 Common code. A sequence of characters unique to a particaégp&d-operated access
control system and allocated to every user of yiseem.

2.13 Reader. Equipment for the extraction of recognition ditam a token.

2.14 Biometric system. An access control system using recognition diiysilogical
characteristics of the user, such as fingerprietgal pattern, voice pattern or
signature.

2.15 Transaction. A recognisable event occurring within an accesdrol system, such as
the release of a door following presentation oakdvtoken or the generation of a
door alarm report.

2.16 Controller. A device which processes recognition data to lenagable output
conditions to be derived.

2.17 Central control. (‘On-line") Equipment directing the functionsafiumber of
controllers, changing data for individual contradl@nd/or monitoring an access
control system.

2.18 Time zone. A period of time during which system operatinguigements are changed,
such as refusal of access outside normal workingshar PIN override.

2.19 Fail locked. The securing of a locking mechanism in the eeéidentified system
failures.

2.20 Fail unlocked. The release of a locking mechanism in the eveitemtified system
failures.

2.21 Tamper detection. A means for the disclosure of unauthorized itenfice with a
component of an access control system.

Page 4 of 16
ICP 30 June 2003 Issue 2



3. ACCESSPOINT CLASSIFICATION
3.1 General

Access points are classified by the requirementsdiccessful legitimate access i.e.,
the level of security provided. The installing camp shall indicate to the customer
the classification of the access points making m@ecess control system, related to
the level of security provided.

Facilities to control readers from a central pototrecord information regarding the
access of individual token holders and to moniter gtatus of the access point where
this is required may be incorporated into any ctdssccess control system.

NOTE: Monitoring, 'access point held open' alarmpleasecurity and standby power operation are
related to the level of security provided withinlassification.

3.2 Class| - Common code

At an access point to class I, access will onlygtented following the input of a
correct common code. The code shall be numeridyahkgtic, or a combination of
both, with a minimum of four digits and/or charastelhe code used shall be one of
not less than 1000 differs and shall be protecgainat unauthorised change and
repeated attempts to select the correct code.

3.3 Class|l - Common token

At an access point to class Il, access will onhgtanted following the presentation of
a valid common token to a reader and when the widtthn the token is recognised by
the system. Each token shall have the same enaadedchosen from a minimum of
10,000 differs. The code shall be protected againstithorised change.

34 Class!lIl - System token

At an access point to class lll, access will ondygnanted following the presentation
of a valid system token to a reader. The token $leaéncoded with a system code of
not less than 200 differs and an individual codeaif less than 10,000 differs. The
codes shall be protected against unauthorised esang

NOTE 1. Tokens can be added to or deleted fromytters.
NOTE 2. System tokens should not be acceptabléhéw systems in the same geographic area unless
specifically intended to be so.

35 Class|V - Uniquetoken

At an access point to class 1V, access will onigkanted following the presentation of a valid
unique token to the reading device. The token df@kncoded with a minimum of 10 million
differs. The code shall be protected against ummaisied change.

NOTE: Tokens can be added to or deleted from thtersys
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3.6 ClassV - Uniguetoken and PIN

At an access point to class V, access will onlgiamted following the presentation of
a valid system token (see class IV) and the inpatanrrect personal identification
number of not less than four characters.

4. PLANNING
41 Survey
The importance of a correct and adequate surveynitallation is paramount.
Access point design has a substantial bearingepdhformance and reliability of an

access control system and the following aspecisishaonsidered when planning an
access control system.

- Access points shall not conflict with fire regtites and shall not restrict exit
in such a way as to endanger persons in an emegrgenc

- The operation of access points in the event dhmpower failure and the
period, or number of transactions, required in stidumstances.

- Whether access points should fail locked ordalbcked.

- The choice of access control technology to prevad appropriate level of
security for the risk to be protected.

- The choice of electronic equipment and its sgtitaking into account
environmental conditions such as weather and ttengial for vandalism.

- The selection of access point hardware, taking atcount the volume of
traffic, environmental conditions and the levepbiysical security required.

- The numbers of users, access levels and timeszmiired, taking into
account both present and predicted future levels.

- The need for siting of equipment such as cordrsland printers in a secure
area.

- The number of access points required, taking axoount peak traffic
periods.

NOTE: Advice concerning physical security is giveBS 8220.
4.2 Equipment selection and installation

Equipment shall be selected and/or installed tbstéind the following air
temperatures:

Internally sited equipment? @ 40C
Externally sited equipment, -2t 50C.

NOTE: Equipment exposed to direct sunlight can ekteese temperatures and appropriate shielding
may be required in such circumstances. Exteriotiggant should be considered for use in unheated
premises.
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Where equipment is exposed it shall meet IP54noa, particularly exposed location,
IP65 as specified in BS 5490; necessary apertareguipment are exempt from these
requirements at such points.

4.2.1 Tokens

The security, size and durability of a token is efefent upon the technology used to encode it and
required to read it.

Several types of token are available including:

€) magnetic, including Wiegand effect;

NOTE: Where magnetic tokens are powerful enough tapgbother magnetically stored data in their
immediate vicinity they should carry a printed wagito this effect and limited life cards e.g., #hos

carrying bank data, should not be used as accesg@aokens without prior agreement to this by the
issuing authority.

(b) infra-red;
(c) Holograms;
(d) Proximity devices using technologies such as radioduction to allow the code to be read

within a specified operating range;
(e) Biometric i.e., a specific person or their signaufoken technology

should be selected appropriately to the risk beiogsidered

The choice of size and durability of a token anel life span of a battery powered
active token shall take into account the environmnierwhich it will be required to
operate and the frequency of its use.

4.2.2 Readers

A reader or controller and/or its associated acpeg# hardware or a central control
shall provide the following features:

- An indication for access granted.
- Variable time available for access to be made.

- Detection of physical tampering and, for readitsd externally, protection
against malicious damage.

- Response within 2 s of the valid completion oé thecessary entry

procedure(s) and re-locking of an access poirttig not then used within a
predetermined time.

Readers shall be securely mounted in a convendasitign for the user adjacent to the
access point.

NOTE: Proximity readers may be sited at any pointre/lseiccessful activation will occur.
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4.2.3 Access point hardware

Mechanisms shall be selected in accordance witdelgese of security,
related to the classification, and the anticipateffic and duty cycle of the
access point to which they are affixed.

NOTE: Access control hardware alone may not providéicsent physical security in some
circumstances.

Access point hardware shall be carefully selectitd rggard to the
following, particularly when planning to use mecisams externally.

- Temperature

- Humidity

- Corrosion

- Vibration

- Dust and other contamination
- Physical abuse

The selection of access point hardware shall takeumt of the following
with respect to the nature of the access poinblésifs:

- The existing physical strength of the accesstpsirch as doors and

frames which should not be significantly reduced byfttimg of the necessary
locking mechanisms and the mechanism should betsglappropriately to the
strength of the door frame.

NOTE: The physical strength of an access point shbelreinforced if this is likely to be

reduced by the attachment of the access contralvkare; advice on the physical strength
requirements is given in BS 8220.

- The transfer of electrical connections onto dadassuitable flexible
cables or other means of adequate reliability.

- Appropriate hardware where rebated and doublateeoors are
controlled.

- Necessary safety precautions where all-glasshar special doors
are controlled.

- Door closing devices shall be sufficient to clasel lock the door
under normal circumstances, but without undue imppon the
components of an access control system.

NOTE: Where adverse air pressure exists meansdoelief should be provided.
- Doors shall be a satisfactory fit in the frame.
- Hinges, frame and fixings shall be adequate lierweight and

proposed usage of a door.
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- Manufacturers recommendations for turnstiles amdilar barriers, and their release
mechanisms.

- Where manual or automatic override features aegl ucontinuously
rated releases will be required.

Where access point monitoring is of critical imgarnte, consideration should be given to
monitoring the state of securement of the acces#,pce., closed and locked, in addition to
any monitoring by means of a separate protectivéchwi

Locking mechanisms can have two modes of operatidarwsystem failure conditions, 'failed
unlocked' and 'fail locked'. Where exit is availably purely mechanical means, the fail locked
mode may be acceptable but where exit is grantegldmtrical means, the fail unlocked mode
may be mandatory to meet safety legislation.

NOTE: The suitability of any proposed access corgggtem should be discussed with the
local Fire Prevention Officer and it should be ata@ed whether a central controller is an
acceptable means of releasing access points irevieat of an emergency, i.e., whether it is
acceptable for a computer command to carry outfilnition.

4.2.4 Power supplies

The capacity of the power supply shall be selettetheet the largest load
likely to be placed upon it under normal operati@mnditions. The operating
voltage shall not exceed 50 volts.

NOTE: Certain release mechanisms associated with aasaccontrol system, such as those
for roller shutters, may operate at mains voltagel sspecific electrical safety requirements
will apply to these.

Where safety and security considerations do notiireqcontinued operation of a system
during a mains supply failure, the public mains aizafety isolating transformer may be the
sole supply for the system. A ‘clean' source fig thay be required in electrically noisy
environments.

System power supplies shall be located within tbetrolled area in a
position secure from tampering.

Systems incorporating fail unlocked hardware sHadl provided with
additional security for the power supply unit.

The main supply shall be permanently connected Vigsed outlet i.e., not by
a plug and socket.

Lower voltage cables shall not be brought into avgrosupply container
through the same entry point as any mains cables.

Where continued operation of the system is esdedtiang mains supply
failure, a standby power supply shall be used ltpthe necessary capacity to
support the system for not less than the minimumogerequired by the
customer.

4.2.5 Cables

4.2.5.1 Where practicable, cables shall be ingtallghin a controlled area.

Where practicable, cables should be concealed.
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Where cables are exposed to possible mechanicalagkanor
tampering, or are in public areas, they shall eeguted by suitable
conduit, trunking, or armour. Where an access pafgase signal
passes outside of a controlled area, metal con@witequivalent
protection) shall be used.

All interconnecting wiring shall be supported atglinstallation shall
conform to good working practice.

Any cable joints shall be made in suitable junctimxes using either
wrapped, soldered, crimped, or screw-terminals.

Low voltage and signal cables shall not run in elgsoximity to
mains or other transient carrying cables.

4.2.5.2 Signal cables for the transmission of dmtather low level signals
shall be of a type and size compatible with the @it data transfer
and anticipated levels of electromagnetic interfeee

4.2.5.3 Cables should be installed in accordance with IEEgWRaions for Electrical
Installations.

4.2.5.4 Low voltage cables from both mains and dbgrpower
supplies to remote equipment shall be of sufficigize to permit
satisfactory operation of the equipment at the ehdny proposed
length of cable run.

4.3 Control

In selecting controls, consideration shall be gitethe following:

Operational requirements of the associated clertso

Protection against unauthorised interference withdystem database or
programme.

Logging of transactions.

Annunciation of alarms.

Blocking, validation and deletion of tokens.

Database for the retention of token holder detaith back-up copies of
corruptible data to facilitate re-establishmenthef system in the event of a
failure.

Programming of access levels and time zones.

Period of operation following mains failure andgtorage of data by non-
volatile means.

Maintenance and serviceability.

Control may be by means of a proprietary computer.

ICP 30 June 2003 Issue 2
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The manufacturer's specified environmental conastishall be provided, particularly
in respect of:

Temperature

Humidity

Dust and other air contamination
Vibration

Electromagnetic interference

The following shall be taken into consideration wisé&ing control equipment:

Ventilation

Access for maintenance

User access for archiving etc.
Noise from associated printer
Physical security and supervision

General visibility to unauthorized persons of aplayed data.

5. COMMISSIONING, HANDOVER AND DOCUMENTATION

5.1 Commissioning

Commissioning shall include testing of the follogiaspects of the system:

ICP 30 June 2003 Issue 2

All wiring is correctly terminated.

Voltage and resistance at all appropriate pamhtie system, which shall be
recorded.

Correct alignment and operation of access pantare and of release and
closure mechanisms at each access point.

Correct operation of each reader.
Release time for each door.
Door held open signal, if specified.

Verification of access levels, where specifieghiee input of appropriate
data.

Ensure system continues to work when mains sug@gonnected (if
specified).
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52 Handover
At handover, the installing company shall:

- Provide a system log book to the customer anth@xpow to record/report
problems.

- Demonstrate all aspects of the system operatiohet customer, including
any necessary safety precautions.

- Ensure that the correct documentation (see 5.8iven to the customer to
enable to system to be operated, adjusted and airaadt

- Train the system user(s) in its correct operatiod arrange for any further
necessary training.

- Ensure that users know the procedure for sumngagssistance in the event
of system malfunction.

- Instruct the customer to establish whether peasiofiormation held within
the system requires registration under the DatteBtion Act.

5.3 Documentation

Upon completion of installation of the access aalrdystem there shall be a system
record, which shall include the following informati

(@) the name, address and telephone number of theoledtpremises;
(b) the name, address and telephone number of thenoeisto

© the location and classification of each accesst@oid the type and location
of each controller and its associated hardware;

(d) the type and location of power supplies;
(e) details of those access points which the customethe facility to isolate;
() the type and location of any warning device;

(9) details and settings of any preset or adjustabiérais incorporated into the
system;

(h) any documentation relating to equipment;

) the number of keys, codes, tokens, etc. to thesyprovided to the
customer.
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The system record shall be agreed with, and audmbriby, the customer and a copy
provided to the customer.

NOTE 1. Some of the information required for theesysecord may be provided by means of a diagram
of the installed system.

NOTE 2. All documentation referring to a system $ihde kept in a place access to which is restricted
to authorized persons.

PART 2: CODE OF PRACTICE FOR MAINTENANCE AND RECORDS

1 SCOPE
This Part of this Code of Practice contains recomda@ons and requirements for the
preventative and corrective maintenance of, andoikgeof records for, access control
systems, installed in accordance with Part 1 of @ode.

2. DEFINITIONS

For the purposes of this Part of this Code of Rtathe definitions given in Part 1 apply,
together with the following definitions.

2.1 Maintenance

2.1.1 Maintenance company. An organisation prepared to maintain an installed
system.

2.1.2 Preventative maintenance. Routine servicing of a system, carried out on a
scheduled basis.

2.1.3 Corrective maintenance. Emergency servicing of a system, or part thereof,
carried out in response to the development of k. fau

2.2 Commissioning. The completion of installation and final testioiga system prior to
its handover.

3. MAINTENANCE
31 General
3.1.11tis advisable that maintenance should be caroetl by the installing company.

Whatever arrangements are made, the maintenanceaognshall have the
means, including spare parts and documentationy(8eef Part 1), to comply
with this Part (Part 2) of this Code.

NOTE: This recommendation does not place an obbigatipon customers who purchase their
systems to have them maintained by the installogpany; maintenance is a matter of
agreement between the customer and the installingpeoy or a separate maintenance
company.

Page 13 of 16
ICP 30 June 2003 Issue 2



3.1.2 The preservation of security within the mamance company is of paramount
importance and steps shall be taken to ensure dfe custody of all
equipment and documentation pertaining to insiatat A maintenance
company shall ensure that adequate vetting of grapkis carried out and
that all employees carry identification cards whétiall include a photograph
of the bearer, his signature, the company's name atate of expiry.

3.1.3 Each service technician employed by the ranarice company shall carry a
range of tools, test instruments and other equipneeanable him to perform
his functions satisfactorily. Specialist tools,tteguipment and plant shall be
available for deeper investigation as necessary.

NOTE: Not all eventualities can be foreseen and,xceptional circumstances, a system or

part(s) of a system may have to be left inoperabldisconnected whilst tools or replacement
components are obtained (see 4.6).

3.1.4 The maintenance company's organisation bhalb staffed as to ensure that the

recommendations and requirements of this PartisfGbde can be met at all
times. The following factors shall be taken intesideration:

(@) the number of installations to be serviced;
(b) the complexity of the installations;

(© the geographical spread of the installations iati@h to the location
of the maintenance company, its branches andrigsepersonnel;

(d) the method of calling out service personnel outsidemal office
hours.

3.1.5 Service personnel shall be adequately traared training shall be updated
whenever appropriate.

3.2 Preventative maintenance
3.2.1Frequency of visits

Preventative maintenance visits to the protectethges shall be made by a
representative of the maintenance company duringafore the twelfth
calendar month following the month of commissionimgof the previous
preventative maintenance visit.

NOTE: The mechanical components in an access cosgedém such as locks and hinges will
require routine preventative maintenance by the asare frequently than once per year.

3.2.2 Inspection
3.2.2.1 During each preventative maintenance visispection of the
following, with all necessary tests, and thoseifieations which are

practical at the time, shall be carried out:

(@) the installation, location and siting of all equigmh and
devices against the system record (see 4.2);

(b) the satisfactory operation of all equipment;
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(© all flexible connection;

(d) the normal and standby power supplies, for correct
functioning;

(e) the control equipment, in accordance with company
procedure;

() the operation of any warning device in the syste.2.2

Those items of inspection and rectification which mot carried out

during the preventative maintenance visit shaltdmmpleted within a
period for 21 days.

3.2.2.3 Those parts of a system or any environnheotaditions which are
found during preventative maintenance to be thergatl cause of
reduce security, shall be identified on the maiatee visit record

(see 4.4).

33 Corrective maintenance

3.3.1 An emergency service shall be available haclient shall be kept informed
of the address and telephone number of the maimesma@ompany's
emergency service facility.

3.3.2 The emergency service facility shall be sated and organised that, except
under abnormal circumstances, the maintenance coyisp@presentative
reaches the controlled premises within the pergrded to in writing by the

client.

4, RECORDS
41 General

The maintenance company shall establish, retaimaidtain a system of records
relating to the system including the informatioquieed by 4.2 to 4.6. It is essential
that these records be protected from unauthorisegksa.

NOTE: Attention is drawn to the Data Protection At®84 in those cases where records contain
information concerning individuals.

4.2 System record

A system record will have been generated at irstalh and may include previous
information from the system design specificatios,veell as that required by 5.3 of
Part 1. This shall be kept up to date and shallaba&ilable to the maintenance
technician for each maintenance visit.

NOTE: The system information as required by Partay tve provided in diagram form.
4.3 Historical record

A historical record with the date of every visitydaults found and the action taken
shall be kept. Details of every fault reported te maintenance company shall be
included, together with details of any action takamd, if known, the cause.
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This information shall be kept for at least 2 yeafter the last event to which it
refers.

4.4 Preventative maintenancerecord

The results of a preventative maintenance inspecgBball be entered on a
maintenance visit record and the signature of tie@tcor his representative obtained
on the record. A copy of the record shall be gitgethe client.

This information shall be kept for at least 15 nfnafter the inspection to which it
refers.

45 Corrective maintenancerecord

There shall be a record of the date and time diptof each request for emergency
service, together with the date and time of conmedf corrective maintenance and
the necessary action(s) carried out.

This information shall be kept for at least 2 yeaditer the emergency call to which it
refers.

The result of a corrective maintenance inspectiwall ©e entered on a maintenance
visit record and the signature of the client orreisresentative obtained on the record.
A copy of the record shall be given to the client.

This information shall be kept for at least 15 nisnafter the inspection to which it
refers.

NOTE: If a preventative maintenance inspection iglenat the same time as the corrective maintenance
visit, separate visit records should be completed.

4.6  Temporary disconnection record

There shall be a record of any temporary disconmeadf the system or of any

component part(s) of it. This shall identify whigart(s) of the system and the
associated equipment is not operable. The reagotndodisconnection and the date
and time of disconnection and of subsequent reatiomeshall be given. A signed

authorization for each disconnection shall be olgidi from the client or his

representative.

This authorization shall be kept for at least 3 therafter reconnection.

For additional information
about NSI Systems Silver please contact:
Sentinel House, 5 ReformRoad
Maidenhead, Berkshire SL6 8BY
Telephone 01628 637 512 Fax 01628 773 367

E-mail: nsi@nsi.org.ukVebwww.nsi.org.uk
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